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Plant Heritage Online Safety Advice
We ask that all volunteers follow good online security practices when using the internet.  We have put some guidance together for you here.

Use strong passwords

· Use passwords that are hard to guess – not words from the dictionary or personal names.

· Use a mixture of capitals and lowercase text and include some numbers or symbols (@!?*) if possible.

· Don't reuse passwords, make a new one for every site/service.

· Don’t write passwords down elsewhere.

· Modern web browsers contain password managers to help you keep track of your passwords.

Safe surfing

· Avoid websites with "clickbait" content as these often contain malware.

· Don't download files from the web unless you are sure it is from a legitimate source.

· If you are downloading files, check they are of the expected file type before opening them.

Secure connections

· Your computer should have a user account set up specifically for you, with password protection.

· When you are not at your desk, make sure the computer screen is locked and the computer cannot be accessed without entering the password.

· Public WiFi is not always secure so don't do anything private on a shared connection.

· Be aware of anyone trying to look at your screen.

Antivirus software

· You need to have an antivirus installed on your computer if you are doing remote volunteering for Plant Heritage.  Contact us if you don’t have one, aren’t sure or if you need any assistance in getting one set up.

· Make sure your antivirus software is running when your computer is switched on and that it is kept up to date.

· If you have or think you may have been affected by a computer virus, phone (do not e-mail) Plant Heritage on 01483 447540 and let us know.

This work was made possible through National Lottery Heritage Fund, with thanks to National Lottery players.
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